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1. Introduction
2. Choosing an expert

3. Aspects of computer
forensic evidence

1. Reliable
2. Relevant
3. Sufficient

4. Data recovery
5. Mobile piiiea



Why I’m up here
Lecturer:
Law Schools at UNSW and UTS

Santa Clara Law School
Beijing Management College of Politics & Law

Expert witness in court:
Civil: contract, evidence, reliability, authorship, times
Complex criminal: terrorism, identity theft, fraud, stalking, data leakage
Content: child pornography, terrorism, spam, harassment, vilification
Serious criminal: homicide, rape, corruption

Litigation coach:
Lawyers, judges, prosecutors
International jurisdictions including alternative legal systems eg. ICC, China
Preparedness specialist

15+ years experience in information security, investigations and policy:

Police, Corporate & Consultant
Chief Information Security Office at Logica
Senior IT Security Professional for 2009

Best practice:
Author of HB171 — Guidelines for the Management of IT Evidence
Co-author HB 231 — Information Security Risk Assessment Guidelines

HB171: Guidelines for the Management of IT Evidence (above)
HB231: Guidelines for Information Security Risk Management (below)

Currently working on ISO N9735 — Guidelines for identification, collection and/or acquisition and preservation of digital evidence
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Source: 2006 Australan Compauter Crime and Securty Survey Nate: In 2000, “ack of evidencs prevented & charge®

2006 43 respondents/1 1%, 2006: 44 respondents/24%, and “miedequate legslation prevented & charge® were
20040 42 respondents/ 18%, 2006: 61 respondents/ 28704, not options for this question.




