Metadata in photographs

A media organisation received e-mail with link to
photographs of public-interest documents published on
the Internet

All “normal” identity data resolved to an Internet cafe

Examined EXIF metadata and found that the pictures
were taken using iPhone

Geocoding confirmed that pictures were taken inside
XXXX. Other pictures revealed a home and thence the
person “leaking” the documents

EXIF fields of interest:

e GPS latitude

* GPS longitude

e GPS position e.g. S35° 18.0283', E149° 7.5934'
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Hash functions

The chance of two different files generating the same MD5 hash or “digital
fingerprint” is 2128 with one in 232 chance of collision

The chance of two different files generating the same SHA1 hash or “digital
fingerprint” is 216° with one in 25 chance of collision

To put this in context:

— the Galton study suggests that the chances of any two human beings having the same
fingerprint is one in 6,400,000,000

— or Osterburg study suggests that the chances of any two human beings having the same
fingerprint is one in 100,000,000,000,000,000.

232 = 4,294,967,296
240 =1,099,511,627,776
269 = 590,295,810,358,705,651,712

6,400,000,000
100,000,000,000,000,000




Don’t rely on hash sets for finding pictures...

 Penrith







Sufficiency

 Prosecution has an obligation to make reasonable effort to discover both incriminating and
exculpatory evidence

* Is the evidence copy complete? Is it missing bits? Is the missing bit(s) relevant?

— The quick brown fox jumps over the lazy grey dog. The quick brown fox jumps over the lazy grey
dog. The quick brown fox jumps over the lazy grey dog. The quick brown fox jumps over the lazy
grey dog. The quick brown fox jumps over the lazy grey dog. The256ick brown fox jumps over the
lazy grey dog. The quick brown fox jumps over the lazy grey dog. The quick brown fox jumps
over the lazy grey dog. The quick brown fox jumps over the lazy grey dog. The quick brown fox
Jjumps over the lazy grey dog. The quick512

* Does the Police examiner understand that bits are missing?

—  New hardware skips sectors on old disks
— A popular forensic software fails to copy the last sector of a disk when there are an odd number of sectors

— The statistical failure rate can be significant

e Can they prove the person did it?
— Its not good enough to prove the computer did it



Standard Recovery Technigues

When a program wants to access a file, it is assisted by the operating system, which looks for the file name in the
FAT. It then uses the corresponding address to find the 1st cluster. After reading the 1st cluster, it uses the address of
the 2nd cluster to find the 2nd cluster. After reading the 2nd cluster, it uses the address of the 3rd cluster to find the
3rd cluster and so forth until the end of the file.

File ) . _
Allocation The File Allocation table contains the
Table address of the 1% cluster, the file name and

other file attributes

\ 1% cluster

'y 2™ cluster ||  The 2™ cluster, cortains the address of the 3“ cluster

\

The 1* cluster, contains the address of the 2™ cluster

ﬁ/ 3 cluster The 3“ cluster, contains the address of the 4" cluster

ETC UNTIL LAST CLUSTER



A hard disk is logically grouped in clusters and the start of a file is always the start of a cluster. A file will typically span more than
one cluster, however the end-of-file (i.e. ‘EOF’) marker may not match a cluster boundary. Thus there may be some space between
the end-of-file and the next cluster boundary. This is called ‘slack space’ and may contain data belonging to a previously deleted

file.

Cluster
boundary

Cluster
boundary

Cluster
boundary

File

Slack-space

End-of-file




Advanced recovery techniques

This is an image of the platter of a hard disk that has
been enhanced by an electron microscope.

A single track is prominent in the centre of the
illustration. This is the image of the electrical impulses
recorded on the hard disk and constitutes the currently
written file. As the platter spins, the impulses are
recorded onto the platter by a tiny motor-controlled
head, forming concentric tracks on the media.

In this illustration, the current data consists of
“01010101010101010101” that visualize as alternate
ridges and valleys

Only relevant for older disks

Expensive (~$120k per 5Gb)



Mobile phones

Two aspects:

1.What is on the phone (really it’s just another

computer):
e Messages
=  Pictures & video
= Contacts

2.Where was the phone
= Where was the person?

Key issues:
*  Location (which cell?)
*  Was the message read?
¢ When/where was a photograph taken?
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Understand what location service your “phone” is using

3 New devices don’t always use towers for location

*  Wi-Fi access points
e GPS
e ...and then phone tower

O  Other locations service:
—  Skyhook
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Police and telcos tvnicallv 11se “hest tower” method

...but it is circumstantial
and depends on:

Whether the handset is
stationary or moving
(i.e. Incar)

Topography

Transient features eg:

= Weather

= Airplane, rail, truck

Figure 1: Plot showing Prediction of Probable Cell Coverage area for Heatheote Rd | (Shaded

)
@nw@'h f“\l,._f-!ﬁil'-‘l"‘f.lml qﬂ‘%ﬁ?"“- E'r |I| I[ j [TFTsey | gy &
’4};‘; L3 g "' 5 ; il e b
_ -"ﬁﬁ'. i—l‘_anLitM : JE
T‘\I 2, .L \ I:_‘* ". .l|f eridd] mi ’f,# j
i 5! 2 ”.'f,#| 1Y il ! ai
¥

oo AR
n 1 9 SRR
kilometers




...but it’s flawed because...




The BSS list

The BSS-list measures surrounding

cells
. . ":H' D-Hl.. @aﬁ 6:35 M
= It can be used to establish that the serving Antennas

cell was not the nearest cell

You could so the same on your HTC or
Motorola...if you went to the site




Thank you

ajoy.ghosh@optusnet.com.au




